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PhetoN Digital fraud in banking sector

digital forensics softwar

® Nearly 0% of images sent to banks and
insurance companies are digitally modified

® More and more of business processes become
dependent on digital images — scans and photos




PhetoN PhotoN proposal

PhotoN detects fake digital images

PhotoN includes two levels of digital image analysis:

* Metadata analysis. Each photo has hidden information
(metadata) that is always changed after any editing.

- Deep digital analysis. On this level we analyze the inner
structure of the image, where all modifications leave digital
fingerprints by distorting the code on the border of edited

fragment.
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digital forensics software

Fraud example
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Fake passport photo

The result of digital analysis
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denepanbHasn HAIOroBas ciayxoa
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0 FOCYAAPCTBEHHOI PErHCTPAIIINK IOPHNYECKOro JNIA

B Eauniii rocyaperseniblii peecTp IOpHIHHECKHX JIMIL B OTHOIICHHH
JOPH/IHYECKOTO JIHIa
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3aIHCh COACPIKUT CBE/CHNS, IPUBCICHHRIC B PHIArACMOM K HACTOALIEMY
CBICTENLCTRY HCTe 3amiicH EMON0 TocyAapCTRENHONO PEecTpa 10pHIHECKHX ML,

Mepaiionnas micnexins detepatuiioi
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Fake document scan

Fraud example
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All interventions are highlighted
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PhetoN Interface

digital forensics software

Q A @ ArtyomPasko v

@ 3anycTtuTb aHanus D MoproToBUTE OTHET /‘ MNepeumeHoBaTb B Yaamwmtb

Nma N3o6paxeHuii PesynbTaThbl aHanu3a 3arpyxeHo v 3arpyaun

. ®oT1o ¢ mecta AT 19 nionsa 16 — MBaHoe Ceprein AHgpeeBuY 13 o CeroaHa Bbl

@ AUTO.RU - Camry 2012, 132 ThiC. KM. 34 BE M CeropHs Mikhail Pavlov
. CkaHbl 3arpaHnacnopTos, 2 dopma gonycka 000 "MUASICTOUMALL" 11 ! CeroaHsa Mikhail Pavlov
. PenopTtax 12-06-2016 CeBepoaBuHcK Poccus-2 40 E ! CeroaHsa Svetlana Denisova
. IlokyMeHTbI OT HoTapuyca — 000 "MWAJICTOMMALL" 5 @ 3anycTuTb aHanus CerogHsa Bbl

. ®oTto c mecta ATM 17 nonsa 16 — Makapoe [.A 9 Buepa Bbl

[ ] ®oto ¢ mecta TN 11 nons 16 — PogHuuuyenko Oner KOpbeBuy 12 E ! 16 urona Svetlana Denisova
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digital forensics software

Page_GH_4_DS_7483321

@ 34vb 10 1680x3200 [F) 2016-05-1322:26:56
E MeTafaHHble U3MEHEHUIO He noAaeeprannce:

Kamepa:  Apple
Moaynb kKamepbl:  iPhone bs Plus
Mporpamma ouudpoeku:  Photoshop CC 2015

MecTo cbemk:  55.644429, 37.663626 Necmorpers Ha kaprax Google
! W3obpaxenne noaeepranock obpaboTke:

ELA  O6HapyXeHbl U3MeHeHUs

Clones  O6HapyXeHbl U3MeHeHUs

Noise Map ~ O6HapyXeHbl U3MeHeHUs
DCT  WM3MeHeHWH He 0BHapyKeHo

Camera Ballistics ~ M3ameHennid He o6HapyXeHo

I:] CoxpaHuTb oT4YeT




PhetoN Security

PhotoN provides reliable fraud detection

[
PhotoN analyses a code of images instead of ~
\

applying popular recognition algorithmes.




oN Our advantages

digital forensics softwar

* High reliability
Our algorithms allow to detect almost all kinds of fraud

* Big Data processing
PhotoN can work with several streams of images simultaneously

* Flexibility & Customer oriented approach
We implement and fit our system to unique customer’s business processes




PhetoN Our advantages

digital forensics software

 Build-in digital signature
You can always see whether image was analyzed by system

 Several levels of digital analysis
You can easily configure the system to check images with only most suitable filters

* User-friendly interface
PhotoN is easy and pleasant to use, which psychologically reduces the amount of mistakes

* Built-in tutorial
You don’t need to waste time and money on employees education



digital forensics suftwareo N Alte rn atives
PMI Authenticate
Features PhOtON (SMTDP) (Amped Izitru.com
digital forensics software Softwa re)
Automation oo =

Algorithm quality

Mistakes of first and
second kind

Business-process

+ | %+ |+ |+

Data flow analysis

+ (% (| F |+ |

) . ) g .

integration

Working with scans of

documents + ¥ =
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digital forensics software

The time required for PhotoN integration usually takes from 3 to 6 months depending on
amount of required features and complexity of integration. As usual the steps are:

Awarding memorandum of understanding

Pilot demo - analysis of photo/scans from customer’s real database
Discussion of the requirements for the system

Establishing of technical requirements

Pilot integration
Primary testing ,
Secondary testing &

Final integration \ﬁ e



digital forensics software




